
Abstract 

Counter denial and deception plays a prominent role in intel-
ligence analysis, but automated tools intended to support the 
intelligence analyst generally do not take denial and decep-
tion into account.  Analysts often must choose a most likely 
analytic hypothesis among multiple competing hypotheses 
using information, or knowledge, from many diverse 
sources, both human and machine. As an analyst’s sources 
become more numerous, detecting deceptive information 
becomes vital to making a correct, or at least more informed, 
analytic decision. This paper outlines the role for utility-
theoretic, personalized information retrieval as an important 
foundational technologies for intelligence analysis.  Such 
utility-theoretic retrieval will account for the value of infor-
mation and will include countermeasures for denial and de-
ception. 

1. Introduction 
This paper describes research conducted on the Semantic 
Hacking project (Cybenko et al. 2002, 2004) which ad-
dressed counter deception in the domain of computer 
network security, but the countermeasures it designed can 
be applied more broadly within intelligence and security 
informatics. 

2. Background 
Libicki first created a taxonomy of computer system at-
tacks as being: a) physical, b) syntactic, or c) semantic 
(1994). He described semantic attacks in terms of misin-
formation inserted into interactions among intelligent, or 
autonomous, agents in the battlespace.  

3. The Semantic Hacking Project 
The Semantic Hacking project proposed several counter-
measures to semantic, or cognitive, attacks. The News 
Verifier prototype was developed as a proof of concept 
for one of the countermeasures. 

Countermeasures are divided into two categories depend-
ing on whether they involve detecting deception where there 
is a single, or multiple sources of information. Single source 
situations are those in which redundant, independent sources 
of information about the same topic are not available.  Mul-
tiple source situations are those where multiple, presumably 
redundant, sources of information are available about the 
same subject of interest.   

3.1 News Verif ier  Prototype 
The News Verifier, a prototype cognitive hacking counter-
measure, allows a user to effectively retrieve and analyze 
documents from the Web that are similar to the original 
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news item.  When the end user receives a news item that he, 
or she, suspects, may represent a cognitive attack, i.e., con-
tain deliberate misinformation, the user can run the News 
Verifier.  First, a query is automatically generated from the 
text of the news item.  This query is then sent automatically 
to an API for Google News. Then, a set of documents is 
retrieved by the Google News clustering algorithm.  The 
Google News ranking of the clustered documents is generic, 
not necessarily optimized as a countermeasure for cognitive 
attacks.  News Verifier uses a combination process in which 
several different search engines are used to provide alterna-
tive rankings of the documents initially retrieved by Google 
News.  The ranked lists from each of these search engines, 
along with the original ranking from Google News, are 
combined using the Combination of Expert Opinion algo-
rithm (Thompson, 1990a,b) to provide a more optimal rank-
ing.  Relevance feedback judgments from the end user are 
used to train the constituent search engines.  It is expected 
that this combination and training process will yield a better 
ranking than the initial Google News ranking.  This is an 
important feature in a countermeasure for cognitive hacking, 
because a victim of cognitive hacking will want to detect 
misinformation as soon as possible in real time. 
  

4. Utility-Theoretic IR and Counter 
Denial and Deception 

Intelligence and security informatics will be supported by 
data mining, visualization, and link analysis technology, but 
intelligence and security analysts should also be provided 
with an analysis environment supporting mixed-initiative 
interaction with both raw and aggregated data sets (Thomp-
son 2003).  Since analysts will need to defend against se-
mantic attacks, this environment should include a toolkit of 
semantic hacking countermeasures.  

Information, or document, retrieval developed historically 
to serve the needs of scientists and legal researchers, among 
others. Despite occasional hoaxes and falsifications of data 
in these domains, the overwhelming expectation is that 
documents retrieved are honest representations of attempts 
to discover scientific truths, or to make a sound legal argu-
ment.  This assumption does not hold for intelligence and 
security informatics. 

Although not implemented in existing systems, a utility 
theoretic approach to information retrieval (Cooper and Ma-
ron 1978) shows promise for a theory of intelligence and 
security informatics.  When information contained in, say, 
an FBIS document, may be misinformation, then the notion 
of utility theoretic retrieval, becomes more important. The 
provider of the content may have believed the information 
to be true or false, aside from whether it was true or false in 
some objective sense.  The content may be of great value to 
the intelligence analyst, whether it is true or false, but, in 
general, it would be important to know not only whether it 
was true or false, but also whether the provider believed it to 

be true or false.  Current information retrieval algorithms 
would not take any of these complexities into account in 
calculating a probability of relevance.  
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